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1	Decision/action requested
This contribution proposes a pCR for a solution to TR 33.813.
2	References
[1]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
3	Rationale
The KI#5 is proposing to address the access token handling between Network Slices. If the slice specific authorization is needed, the access token authorization and verification shall consider the slice information as well.
[bookmark: _GoBack]The contribution proposes the solution addressing access token handling between Network Slices.
4	Detailed proposal
It is proposed to approve the following changes for inclusion in TR 33.813.
***	BEGIN CHANGES	***
[bookmark: _Toc525906463]7.X	Solution <X>: Slice specific authorization
[bookmark: _Toc515001713][bookmark: _Toc515009890][bookmark: _Toc525906464]7.x.1	Introduction
This solution addresses Key Issue#5 by identifying how to handle the access token between network slices. This solution is based on the following authorization procedures (see TS33.501 v15.3.1 clause 13.4.1): 


Figure 7.x.1-1 NF service consumer obtaining access token before NF service access
The following figure and procedure describes service access request based on token verification.


Figure 7.x.1-2: NF service consumer requesting service access with an access token
According to the figure above, if the slice specific authorization is needed, the access token authorization and verification shall consider the slice information.
[bookmark: _Toc515001714][bookmark: _Toc515009891][bookmark: _Toc525906465]7.x.2	Solution details
All the procedures described in TS33.501 [2] clause 13.4.1 are applied in the proposed solution with some additional description as follows:
In the first step, if the NF service consumer is limited to access NF service producers belonging to specific slice, it shall request an access token from the NRF using the Nnrf_AccessToken_Get request operation with additional slice information compared to the exsiting IEs, e.g., S-NSSAI and NSI ID(s) defined in TS 23.501 [3]. 
In the second step, the NRF shall then generate an access token with additional slice information included in the claim e.g., S-NSSAI and NSI ID(s). 
During the verification procedure, theNF service producer shall additionally check that the slice information claim in the access token matches its own slice information.
[bookmark: _Toc515001715][bookmark: _Toc515009892][bookmark: _Toc525906466]7.x.3	Evaluation
Editor’s note: The evaluation of the solution is FFS.
***	END OF CHANGES	***
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